Alal uborial s RIA - ewcrjrﬁbu

P Design an RSA “/m.a'i'ufcae for eucvrrh'nj mcssQJcs a<2%25¢.

We want wooletss = [cal >28¢ whiel bolols Lor F =A% 9= 93, !«M'wu.s .

Now  m=43:23%=1299
e = 4222 = 264
We choose, =5 rcea.h'veeb prime +o Cf’(") .
We cornt o= &7 in Zacg Eufa.&:‘d.aﬁdar
=583 .
Publie l'_c\vj s (ae)=(299,5) .
Private Iz.eJ : Cu,ol) = (299 ,83) .

(noe)=(59%,41), W'ty of tore -poefouwhj

(or we coulel quess e,
since. &§:53 =265=1 ""Zw.;

P Allcels ,«ub&'c. k.ej i’'s
l-\oua'rs ls Aleels Iwba.l-e_ la::’
(5231, 67) (§13%, 301) (13, 251)

Z

—

- No, clillerent mrookudgm

(571,6%)
‘4 .14)30‘1
(13, 304) - ebur wetry Lor some @ <5T7F 1 (a =
~r Zs1m
or We. cin Use brute foree 4o {a.fc:f'oh'z.e f !
n= §1% T = 22 - we olividle bj.]u-fmcs 5 e 19

\e-l'ha.Eﬁ W= A4

(f(h‘):: 10 46 = 460

e e l{ .‘_P ) eej, = A w 2‘1’0")
A-304=3311=2941 in Zééo

—> 3od # ol
(§4%,2851)  we shouol cheek, if coled i Zgenr
412542 2361 = 4 Zygo
> ok = 254
+'s is Alieels f‘“'wﬂcf- lﬁej -

P Alcee bas aiw.b&'c. léaj (uy Cad= (513,24) ; 4/"1""4"L¢ [“j (HA-'GFA)=(‘Q;],ZS,’;
Bob bas a Imb&'c. Iu.j (Up o) = (533,13), e rrz‘w.-!a kej (nyel5)= (§33,113).
Boly wants tosead Al'ee a messaye o= 10 . How wi€l & e.ucvr-h'% z

—————



10.

ot

Rob mses Alee's fwté:&'e_ k&j' omel csuuts. b=a" i ZhA.

A
o= 10 i Zg«a;
a1 = &+2x+1 = (41‘om4¢4)1

He oloes ¢t by repeatee] squarig :
:7 ¢ j X5 3SX5%
x S 5 X s
Zean ¢ 4 —2 140 — 400 — 40000 =133 —> 1370 =219 —

S 47964 =393 —> 3970 = 354

The encrypteol messaje o= 551 wie Bab senclh Alice .

DY . Al has a-lmb&,'c. &eﬂ (nie) = (551 ,11) Rob seut to Alice amessir.jc L =469,
Eve cap-lw-eo( o message and, a(echr.Jreel it faJ brute force adlack,

Brute foree addack : Tm = 23

C_f(_h" = 4&‘2_8 = ‘5-01{

, we olivele l::?/\l"l'ms' €23 chje'-} w=14-29 .

G/(. = 44’4 t‘" -Z_go‘f
we sefue At ol + S04l = 4 w7

A o\ a o |4y [218 5
(O 1 5'09. ~ -850 4 - 4G ~4&

Ta—S0RA
s ol = 4'1—4= -2729= 2_?‘5- i 7&5.0‘,.

Exteuded Fuc lederal 4%1

p L+,
v
-1 12:.'*"”21'-'?2'2

so -22%:41+5.504=1
Alleels ,\H’Um"e. 1457
Decr p‘h‘ou coulel boe cbue f“"‘u"‘ﬂ"‘“r&j , sfuce we kuow  p= T 1" aE

J

35 5
a = bol = 46‘?2 = (-2) =-32 =6

fm Ziq
o e.x,-omu#— moolufo Lf("ih"@_
ol 235 3 _
in Zag o.=h =469 = (-5F) = = 25
E.-F, iu expn. woek Lf(?ﬁ]:l@
eated] stuarine 23 =AGt4tLi = (1,0,1.1 ,,ﬂ)
o i j X595 Xx5EKSX
3 s
155 (-8 5 16a0y) 25 16 —> = 80 =F 249 = -9 2> 45 = 43 =
s
¢ q 2 169= (-5) —> 25
> R~ Lssq 0=k G‘i” ' 25&2%

whire 4=t og 29L+4%r = 1

qxzq:/Hl"‘ (4 O}/H)N(S -2 |-1 )’EfZ']\{,_
o 4 |23 ct 4 102, =1
The ofq.cher] 2" R =T,
message s 47 658 +25:(-53) =~ 1093 = 25 . Rt 349 +2:29 = /]
( tw 2," 715'54 ) q_zq'-‘- -52 Ciﬁa 58



Mhow&djc of HOR oft Voo ,m’u.ah: l‘e] allows to Puel e %um,;.-m, ‘i[ M. .

of
pr. Por m=6683 (maM?SA-/JwMM)WE’-kMW ¢ptnr= G4 €O,

Falloeure o,

PR

Tt bolols m=pag = 66¥3 Lf(h):(F—4)(¢J_"4)= Pcl-(P*i)*’f = & 480
o prq = m-q(u)+4=66?3-69¢?0+’1=209

r"’i are roots of /‘af’ym. CK—F)CK—?z xl_qﬁal)x + FcL
we solve @ x*- 204 x + 6683 = O
D= (-204)* -4 6683 = 14 884 | TD = 122

04 £ 122 41
P = g = a2l =

Bildorizedion ne G68R3=¢4.46% .

Bobls RSA-Ley is (€)= (833,13) , (w,ol)= (£33,113).
Faltortze m $rom }anaweea(je of e anol of .

PE

T bolels: ecl= 4 in Zep e, ed-4 =l ony=b(p-1)(g-1) - even
T+ bolals i Cepoy k- cpt) (F ‘j ) ‘c&b:‘s:‘zeebjl/

R soys par-.a.mj aé%,f cfdd]: (G\crm)k'— A in 2.,

We weat  poutriv. 11 Jle. b#td  B=4 w2
Jo f'nal !
since Hhan,  (b-2)b+d) =bL-q1=0 i 2.,
Fo o
bo1, b+ 4 are zero-dlwisors fu 7, ,Haus jc‘cf(éi"‘f, 4 )=/:.

q =
eo-1= 1920 =215 gel (betyn) =g
We dhoose 0.=2  onel we ol in 7&;“7{5’33

' 1 R s -
Z — 2.5-':- 1585 —— §32=(-1) > leo f\m'/t:.\(’mm;f T1=-1.
We&wose a=23
N S £
3 5 9.4 2y 49 ® Lo S ok , Bve b=Ti= 40

. . = acel (29,533 ) Eubludd.a. . 53%= 1339+ 26
We count P GC‘“L’ fin) fﬁ ’ ) afj 2G=1-26+413

= L4 = jcd(!wf,ra) ; 26 =243+ 0

poa3 ¢ 4s
Faltoctzatitn n= 53% = 43 . 4 .
Hw: 1) Atver bhes a }rua.b@.‘c /ze] fr RSA (u,e)= (1121, PP You buave cau.Jenl

an emc.rjr.ied mssqje for Aliece L= J04 De.cr:ﬂ-rf it /?] biute force alfeck .
. LSolution: ol= 11, messex a=555.]

2) Fallovne m= 2234 $J knm&of&cfm)azwz_ Cns= 23497 7



